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The state of
cyber resilience
A new report by Marsh and Microsoft to help
leaders from all departments align and prioritize
their cyber strategies for 2022 and beyond.
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The toll of almost three years of
unrelenting workplace disruption, digital
transformation, and ransomware attacks
means most leaders are no more con dent
in their ability to manage cyber risk than
they were two years ago.
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Cyber risk is pervasive at most organizations. An employee or vendor ﬁring
up their laptop from home brings risk. A user connecting a new product to
the Internet of Things introduces risk. Deciding not to launch a new product,
fearing cyber threats, is a risk. And the list goes on. Countering such risks
requires enterprise-wide alignment.
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It’s important that leaders across an organization have a common
understanding of overall cyber risk trends and how these affect
their business. Having a common understanding of the risk issues
facing the company helps align decision makers and drive strategy,
while also presenting a united message to other internal and
external stakeholders.
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KEY TREND #1
Con dence in current cyber risk
management program
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KEY TREND #2
Cyber risk management should be a shared responsibility in
companies as clearly deﬁned and outlined roles, responsibilities
and perspectives will strengthen cyber risk resilience.
It's not about if you will get attacked, it's a matter of when it will happen.
Cyber risk management should be a shared responsibility in your enterprise. Risk managers, CFOs,
CISOs, executive leaders and their teams should all be discussing key cyber risks and working
together to identify, quantify, and manage them. The reality is often very different, with views of
cyber risks and organizational strengths and weaknesses differing by function. This often leads to
tunnel vision, where ﬁrms cannot get the big picture view necessary to identify and respond to
cyber risks early enough to mitigate them.
Below, we'll look at information that can help you build better alliances across the enterprise between CEOs, boards, and presidents; risk managers and insurance professionals; ﬁnance; and IT
and cybersecurity. Achieving synergies will help reduce risk, lower costs, and build cyber resilience.
How do professionals across an enterprise view their role in such areas as cyber insurance, cyber
incident management, and cybersecurity tools and services? Do they consider their function to be
the decision maker? To be part of the overall team, with inputs into the decisions? Or are they not
at all involved?
Ÿ

Cybersecurity/IT professionals were the most involved across the board, according to our
survey respondents. In the majority of the responses, they were either the decision maker or
part of the team in the three areas, and had the lowest level overall of "not involved." They
were also the most likely to see themselves as the decision makers for cyber incident
management and cybersecurity tools and services.

Ÿ

The board/president/CEO respondents were most likely to see themselves as the ultimate
decision makers on cyber insurance, with risk management and ﬁnance close behind.

Ÿ

Cyber insurance decisions show the highest level of respondents saying they are part of the
team.

Ÿ

Cybersecurity tools and services show the lowest levels of team participation, and the highest
level of not being involved.
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Which functions or departments are responsible for
managing and updating your cyber incident response plan?

72%

Information technology

56%

Risk management

52%

Executive leadership/Board/C-Suite

Which functions or departments are responsible for
making purchase decisions for cyber insurance?

79%

Executive leadership/Board/C-Suite

50%

Information technology

43%

Risk management

Finance/Procurement

32%

Cybersecurity

Cybersecurity

32%

Finance/Procurement

33%
31%
12%

Legal/Compliance

24%

Legal/Compliance

Strategy/Corporate planning

24%

Strategy/Corporate planning

5%

Supply chain management

5%

Supply chain management

8%
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KEY TREND #3
Ransomware is the top cyber threat facing
companies according to 33% of respondents,
but it is not the only one.
Most conversations about cyber risk today include a discussion of
ransomware, which has become so pervasive that ransomware-as-aservice (RaaS) is as readily available to criminals as software-as-aservice (SaaS) is to your organization. Survey respondents ranked
ransomware at the top of cyber risks facing their organizations, with
one-third saying it is the number one threat.
Ÿ

Ÿ

Organizations feel that the inﬁnite number of vulnerabilities make
ransomware nearly impossible to safeguard against. This
hammers home the importance of developing a cyber resilient
organization.
Professionals in risk management and insurance roles are more
likely to point to RaaS as a key driver of attacks; board and CEOlevel leaders are less likely to hold that view.

Ÿ

While ransomware topped the list of cyber threats, privacy
breaches, and phishing/social engineering followed behind.

Ÿ

62% of MEA organizations believed a "lack of
understanding/assessment of vulnerabilities to this speciﬁc type
of attack" contributes to increasing ransomware attacks

Ransomware tops the list of cyber threats
Top cyber threats to organizations

Ranked 1

Ranked 2

Ranked 3

Ransomware attacks (preventing access to company
systems until ransom is paid)
Employees working from home (increased phishing and
social engineering attacks)

Business interruption due to external supplier/partner
cyber disruption

Privacy breach (loss or theft of personal data)

DOS (denial of service) attack (to restrict
network access to its legitimate users)
Loss of non-personal private/ proprietary
information

Physical damage caused by cyberattack

33%
15%

7%
15%

10%
8%

5% 7%

13%
17%

17%

42%

18%
17%

18%

7%

7%

13%

19%

47%

15%

8%

13%

18%

40%
35%
34%

64%
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KEY TREND #4
The rise of prominent cyber incidents is a key driver behind the
decision to increase investments.
Most organizations plan to increase spending on cybersecurity technology, incident planning,
staff training, cyber insurance, and cyber advisory services over the next year. Cyber risk
leaders, overall, recognize the need to invest in multiple internal and external resources to
reinforce overall cyber resilience. However, thoughts on where investments should be directed
often vary within an organization by department and by cyber risk leader.
Ÿ

Having experienced a cyber incident was the main driver cited for the decision to increase
investments. Other top reasons included external advisor recommendations and the
adoption of new technologies/digital transformation.

Ÿ

23% of MEA organizations said their spending on cyber insurance will rise by 25% or higher
in 2022.

Ÿ

Risk management/insurance roles most often said they will look to prioritize investments in
cyber insurance and hiring cybersecurity personnel.

Ÿ

CEO/board-level roles generally saw increases coming in cybersecurity
technology/mitigation, staff training, and cybersecurity incident planning and preparation.

Ÿ

Larger organizations were more likely to say they will use investments to hire cybersecurity
talent and build out Security Operations Center (SOC) capabilities.
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Experiencing a cyber incident is the top driver behind
the decision to increase investments

Which of the following would in uence
investment decisions?

Drivers of increasing ransomware attacks

62%

Inﬁnite number of vulnerabilities that can be exploited by attackers

A cyber incident/attack on our organization

62%
62%

Lack of understanding/assessment of vulnerabilities to this speciﬁc
type of attack

48%

Adoption of new or emerging technologies (digital
transformation) or ways of working

Emergence of ransomware-as-a-service (black market toolkits
enabling anyone to conduct attacks)

48%

Recommendation from external consulting or
cybersecurity ﬁrm

Lack of clear and comprehensive incident response plans (speciﬁc to
ransomware attacks)

44%

News of a cyber incident/attack in our industry sector

Lack of cybersecurity solutions to effectively guard against this type
of attack

42%

Recommendation or requirement from
cyber insurance carrier

53%
50%
42%

Companies paying the ransoms demanded

37%

New or changing regulation
(e.g., EU GDPR)

40%

Ease of penetrating systems

37%

Cyber insurance market conditions/
rate environment

40%
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27% of MEA respondents said
they expect their organization's
investments in external cyber
risk advisory services to evolve
over the next 12 months by
as much as a 25% increase.
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KEY TREND #5
Insurance is an important part of cyber risk management strategy as it
inﬂuences the adoption of additional best practices and controls.

Companies with cyber insurance were likely to have taken more actions to build security and to have stricter
controls in place than those without. 50% of MEA organizations stated that "it is a best practice/ standard in our
industry to have cyber insurance" while 54% claimed "we cannot cover all of the potential costs of a cyber incident
without insurance." Simply put, putting one's money where one's mouth is a strong indicator that an organization
will go the extra mile to adopt recommended cyber protocols.
Cyber insurance has proven resilient since it was introduced in the late 1990s. It has developed into a product that
addresses an array of digitally derived risks and has effectively paid claims as intended, which helps companies to
manage risks more responsibly and holistically as they innovate and digitalize their businesses. Among survey
respondents, insurance was often cited (75%) as an important part of the overall cyber risk strategy, as a
safeguard against the potential costs of an attack.
A key to cyber risk management is to adopt effective cyber hygiene - controls that mitigate cyberattacks and other
risks and improve cybersecurity posture and resilience. Fortunately, organizations have many controls and
solutions available to consider. On the other hand, some important areas are not experiencing a high level of
uptake - such as vendor and supply chain risk management.
Ÿ

The large shift over the past two years in where people work, contributed to the number of respondents citing
home and remote work as a common issue which is putting their organization at risk of a cyberattack.

Ÿ

At the same time, nearly three-quarters recognized that their companies' cyber hygiene either needs
improvement or is only satisfactory; just 3% viewed it as excellent.

Ÿ

Regarding the 12 key cyber hygiene controls, larger companies are generally ahead of smaller ones and are
more likely to have nearly all of them in place, though even here some companies face gaps.

Ÿ

There is a correlation between companies' level of conﬁdence in their cyber risk management and the controls
in place.
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Cyber insurance underwriting requirements impact the
adoption of controls

Insurance is widely viewed as an important part of
cyber risk management strategy

It is worth paying for insurance to safeguard against the risks
and potential costs of an attack

75%
63%

It is an important part of our cyber risk management strategy

We cannot cover all of the potential costs of a cyber incident
without insurance

54%
50%

It is a best practice/standard in our industry to have
cyber insurance

Trusted advisors or consultants recommended we purchase
cyber insurance

We have seen other organizations in our industry harmed
due to lack of cyber insurance

It is required by our vendors/partners

29%
25%
8%

Our insurer prompted us to decrease or
reduce our cybersecurity controls

There were no changes
in our cybersecurity
program driven by our
insurer’s requirements

Our insurer prompted us
to adopt new or additional
cybersecurity controls
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KEY TREND #6
Firms take many cybersecurity actions, but widely
overlook their vendors/digital supply chains

Vendor and supply chain issues lagging among cybersecurity
actions taken

For many organizations, understanding the full scope of the relationship
between cyber risk and their third-party suppliers/vendors can be a blind spot.
Yet it is critical. It is part of the reason, for example, that many cyber insurers
have increased their requests for information about the vendor ecosystem as
they seek to identify and underwrite critical dependencies beyond tier one
suppliers/vendors.

Cybersecurity actions taken in the past 12 months

Ÿ

Ÿ

Auditing and verifying vendors and supply chains is the area that larger
organizations, are least likely to have addressed, although they have been
fairly aggressive overall in taking cybersecurity actions.
Smaller organizations are even less likely to have taken actions around
supply chains.

Ÿ

Financial services ﬁrms are ahead of other sectors in conducting vendor
assessments.

Ÿ

Most companies are taking actions to improve some "basic" areas such as
the security of computers, devices, and systems.

89%

Improved the security of our computers,
devices, and systems

81%

Improved data protection capabilities

Integrated cybersecurity into the organization’s
business continuity plan

64%

Deﬁned/redeﬁned cybersecurity governance,
roles, and responsibilities

59%

Adopted security by design and/or DevSecOps
concepts in the development process

59%
55%

Conducted penetration testing
(a simulated attack)

53%

Conducted a business interruption valuation

Audited and veriﬁed the technical and operational
measures of our vendors/supply chain

41%

Conducted a risk assessment of our
vendors/supply chain

40%
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A best practices approach to cyber risk management
draws on an enterprise-wide commitment to share the
responsibility. This includes investing and engaging in a
broad, balanced, and continuously updated array of
resources and activities to mitigate cyber risks and
reinforce cyber resilience. Such items include, but are
not limited to, cybersecurity technology and talent
acquisition, incident response training, penetration
testing, vendor/supply chain risk assessments, cyber
insurance, and cyber risk advisory services.
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KEY TREND #1
Cyber–speci c enterprise-wide goals should be aligned to building cyber resilience.

•
•
•

•

Adopt a risk management mindset that harnesses synergies among cyber risk management tools and tactics and reinforces a strong level of
day-to-day cyber hygiene among all of the organization’s technology users.
Cybersecurity/IT takes lead in implementing a broad and balanced mix of cybersecurity technology tactics and controls, including email
ﬁltering and web security, endpoint detection and response, hardening techniques including remote desktop protocol mitigation, privileged
access management.
Risk management passes on to IT insights/requirements from insurers.

Ensure that organizational strategy that includes a cyber risk management mindset that includes development and maintenance of cyber
hygiene among all of the organization’s technology users.

KEY TREND #2
Cyber risk management should be a shared responsibility as there is no clear internal
consensus to measuring cyber risk.

•
•

•
•
•

Use quantitative approaches to assess and understand cyber risk exposures.
Finance takes lead, requests information from other areas (operations, R&D, etc.) to help determine risk tolerance.

Request information putting potential costs of cyber risk in ﬁnancial terms.
Request regular updates regarding cyber risk appetite and tolerance.
Incorporate those measures into setting business strategy priorities.

In this section,
we look at the
six trends
identi ed
earlier, focusing
on what it
means for cyber
risk leaders to
develop an
enterprisewide approach
for each.
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KEY TREND #3
Ransomware is the top cyber threat facing companies, but not the only one.

•
•
•

•
•
•
•

Regularly monitor, review, and share threat assessment updates from inside and outside the organization.
Maintain a cyber incident response plan that is reviewed and tested annually.
Engage in training exercises to help all stakeholders understand each other’s roles and responsibilities and how to act in the event of an
incident.

Receive regular threat updates to bolster understanding of such risks as ransomware-as-a-service.
Ask questions and provide guidance on the links between cyber risk and organizational growth strategy.
Approve a response strategy that includes scenarios in which ransom will/will not be paid.
Participate in annual cyber incident response plan testing.

KEY TREND #4
Cyber risk investments increasing; spending priorities vary across the enterprise.

•

All areas input to ﬁnance and executive leaders regarding investment priorities.
Risk management/insurance professionals provide input on investment priorities based in part on cyber insurer requirements/insights.

•

Synthesize inputs from across the company, ask questions, allocate budget.

•
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KEY TREND #5
Companies are buying insurance to cover a range of cyber claim scenarios.

•
•
•
•
•
•

•
•

Finance and risk management helps quantify cyber risks in ﬁnancial terms and establishes metrics regarding corporate risk tolerance.
Assess risk ﬁnance needs across the enterprise.
Acquire comprehensive cyber insurance coverage, such as technology errors and omissions, regulatory defense and penalties, physical
damage to operational assets, network security liability, and others, as needs requires.
Consider alternative risk ﬁnance, such as captives and parametric coverage.
Risk management/insurance takes lead in communications with insurers and shares underwriter insights/requests with cybersecurity/IT,
ﬁnance, executive leaders, and others.
Risk managers should consider involving their CISO (or equivalent) in discussions with insurers.

Involve departmental leaders in discussions regarding how cyber risk ﬁnance ﬁts into corporate growth strategy.
Make decisions on allocating budget.

KEY TREND #6
Firms take many cybersecurity actions, but widely overlook their vendors/digital supply
chains.

•

•
•
•

Thoroughly vet third-party suppliers and vendors from a cyber risk perspective.

Assess vendors and supply chain partners, including audits of cybersecurity controlsand protocols.
Contracts with vendors and suppliers contain provisions related to cybersecurity posture.
Work with legal, operations, procurement, and other departments, as appropriate, to audit and verify the technical and operational measures
of suppliers.
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Conclusion
There is no one-size- ts-all solution to the cyber risks facing
organizations today. Cybersecurity measures, insurance, data and
analytics, and incident response plans all play a role. However, a critical
element to making these and other pieces work together is to develop
an enterprise-wide alignment around cyber risk management, ensuring
it is a shared responsibility. All stakeholders - including risk managers,
nance, cybersecurity/IT, executive leaderships - will likely gain
con dence in the organization's cybersecurity posture by being better
connected to broader enterprise.
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